x ClickMeeting

Online privacy.
User opinions
and best practices




QQ ClickMeeting

Online privacy.
User opinions
and best practices

Online events offer huge opportunities. Hundreds of thousands of companies
around the world have discovered this, and for many, the pandemic has become
the driver to take action in this area. They include a wide variety of activities - we-
binars are increasingly used not only in education but also in the marketing strat-
egies of brands. They allow for easy contact and direct reaching of interested
recipients.

Of course, this also comes with a lot of responsibility. One of the most important
aspects that an organizer of online events should take care of is the privacy of
attendees and the security of the data they entrust.

In our latest report, we looked at how online privacy is approached by users
themselves and what concerns they pay attention to. For this purpose, we con-
ducted a survey among event participants in February 2022. This knowledge is
particularly useful from the perspective of hosts. They can quickly find out what
their audience really expects. In the report, you will also find proven tips to protect
your privacy and that of your attendees during webinars and online meetings.

Happy reading!
The ClickMeeting Team
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Online privacy is crucial

In the era of digital threats, protecting one's privacy becomes a serious challenge.
At the same time, especially in a period in which most social activities have
moved to the virtual space, the number of situations that may increase the risk of
e.g. sharing one's image or other personal data with unauthorized persons, is
increasing.

We are well aware of the consequences this may entail. At the same time, the
information that appears in the media from time to time shows that there is still
a lot to be done in this area, and not all Internet users have the same understand-
ing of the problem. So how do we evaluate our actions concerning online privacy
protection?

Do you care about your privacy online?

57,65% Yes, always

40,59% Not always, but | try
I 1,17% No, | do not know how
I 0,59% No, it does not matter to me

As you can see, almost all survey participants are aware of the importance of
protecting privacy during various activities undertaken in virtual space. Only less
than 2% of respondents state that they do not care about their privacy.



How do we take care of privacy?

With the development of technology, of course, the number of threats grows, as
does the range of tools to avoid them. What are the most common means used
by the survey participants?

63,45% | pay attention to cookies

59,04% I take care of social media privacy settings

o, | take care of privacy settings
57,83% on my computer and/or smartphone

39,96% | use incognito mode in my browser

32,53% | use apps that block tracking traffic in my browser

28,11% | use a VPN

15,46% I use encrypted email

12,85% | use instant messaging that encrypts data transmission

12,25% I use encrypted instant messaging

11,65% I use encryption of confidential files

1% Other

The awareness of protecting one's privacy online is growing! It turns out that we
pay attention to the cookies used by the websites we visit, and more than half of
respondents care about the privacy settings offered by both the devices, and the
social networking sites they use. Apps that block tracking are also quite popular,



and 28% of respondents use secure VPN connections. Data protection and priva-
cy are thus becoming an increasingly important argument for choosing a par-
ticular software or service provider.

Privacy during online events

We take part in them very willingly. Very often, it only takes a few clicks to sign up
for an event and attend it. But, on the other hand, many companies organize we-
binars and use them, for example, in their marketing strategy.

Of course, for most attendees, the content and, for example, the prestige of the
invited experts play a crucial role. How important is privacy for them? Are they
willing to accept compromises in this area? It turns out that this is one of the
most important factors!

Do you want the organizer to care about your privacy during the webinar?

73,74% Yes, very much
19,19% | don't care

. 4,85% No, | don't pay attention to that

I 2,22% | don't know



Q Take care of your attendees’ privacy!

The feeling of privacy convinces attendees to register and participate in a webi-
nar. What's more: it is the organizer's duty to ensure it. What can they do to prop-
erly secure the needs of their participants? There are many possibilities, starting
with the right choice of tools, through responsible behavior during the event itself,
and ending with the actions taken afterward.

A secure webinar platform from
the participant's perspective

When choosing software for webinars and online events, we usually pay attention
to the list of available functions, the stable connection, and the intuitive user
experience. These are obviously very important points, which directly impact
both the organizer's and attendees’ experiences. However, when comparing
different tools, it is easy to overlook an essential factor, namely the appropriate
care taken to ensure the privacy and security of processed data. What do event
participants think about it?

Is privacy protection vital to you when choosing a tool for online communica-
tion?

92,33% Yes
. 3,43% No
. 4,24% | don't know



Our data leaves no doubt. Over 90% of respondents care that the software they
use guarantees them adequate security. This is also an important commitment
for organizers. If you want to not only protect yourself from potential legal liability
but also provide your guests with a comfortable environment in which to work
and learn, choose a reliable tool that takes care of your privacy and that of your
attendees.

Q Pay attention to GDPR

’ ’ Anna Zielinska, Attorney at Law at ClickMeeting

An event organizer acts as the controller of participants’ personal
data. The webinar platform is the entity that processes personal data
on behalf of the controller. According to GDPR, such entrustment of
data requires the conclusion of an appropriate data processing
agreement, which is most often done at the stage of concluding an
agreement with the platform. Therefore, before you conduct a
webinar, check whether the provider offers such an agreement,

especidally if it originates from outside the EU.



Data protection is a significant commmitment, and of course, it is also regulated by
law. In this respect, specific solutions apply, among others, to certain entities op-
erating within the European Union. The GDPR has, in many ways, revolutionized
the way we store and process personal data. It's not just a set of regulations that
European companies like ClickMeeting must respect. It's also an attempt to set a
global standard for data protection. Already, many customers from around the
world approach it with confidence and consciously choose tools that include the
guidelines resulting from GDPR.

GDPR The General Data Protection Regulation (EU) 2016/679

GDPR is an EU regulation for the protection and processing of individuals’ personal data.
The legal act came into force on May 25, 2018. And it represents one of the most extensive
catalogs of privacy standards and principles, ensuring the protection of the rights and
freedoms of natural persons. According to the declarations of Véra Jourovg, Vice President
of the European Commission, it is supposed to set a global standard for data protection

alongside the best practices in the data processing.

Q Prepare a good registration form

The webinar itself is not everything. For an event to take place, attendees obvi-
ously need to sign up. The sign-up form also plays an important role from the
organizer's perspective. Very often, it not only allows you to register participants,
but helps you to generate leads.



Many companies, therefore, want their attendees to give permission for their data
to be used for marketing purposes. While leveraging the potential of webinar
marketing offers huge benefits, at the same time, it is easy to make mistakes
here.

The organizer should make sure that the consent
given when registering for a webinar complies with
the applicable law. When a participant registers for a
webinar they are agreeing with the organizer to
participate in the webinar. So, one must include a
mandatory checkbox on the registration form to
obtain consent to the processing of personal data
for this purpose. It is important to note that you can ﬁggcrnnzeiilgﬁtsfg\;v ot Clckuesting
only collect data that is necessary to participate in
the event, so don't require details such as a work or
home address.If, as an organizer, you collect other
data, providing such data must be voluntary. The

organizer can also collect voluntary consent from

participants, e.g. for sending commercial

information. With a platform such as ClickMeeting,
you can easily configure the registration page by

including both mandatory and voluntary consents.

This allows participants to decide what information
they want to share with you, as well as allowing you

to comply with legal requirements.




How do participants feel about giving both mandatory and additional con-
sent?

o, I only give consent that
74’34 % is required for enrollment
16,57% | also give optional consent (for marketing purposes) if the product or company interests me

. 3,84% I always select all consent (including marketing)

. 5,25% | have occasionally canceled a registration if the scope of consent was too broad

One in five event attendees is willing to voluntarily give consent for marketing
purposes. This is truly huge potential. However, as you can see, for more than
16% of respondents, the crucial thing is whether they are interested in the com-
pany or product. So good quality content and effective communication can
guarantee great results.

Q Remember about informational obligations

Important documents that protect the rights of both attendees and present-
ers are, of course, the event terms and conditions, and privacy policy. They
should clearly define the rules of participation in the webinar and inform par-
ticipants, among other things, of their rights regarding the protection of their
privacy.



’ , Anna Zielinska, Attorney at Law at ClickMeeting

Itis a good idea to create a website with comprehensive details on how you
handle personal data collected during the event. You can do this in a shorter
form, i.e., an informational obligation, or in a longer form, i.e., a privacy policy
describing issues related to the processing of personal data in all aspects of
your business. The information provided to participants should include,
among other things, the identity and contact details of the data controller, i.e.

the organizer of the event, the purpose of data processing, the period of data

storage, information on the participants’ rights, including the right to access,

rectify or erase personal data, and an indication of the entities with whom
such data may be shared.

Is it relevant to the users? It turns out, absolutely.

Do you read the event rules and privacy policy before giving your consent?

35,76% Yes, in every case
52,53% Not always, but | try
10,50% No, | don't have time for that

I 1,21% No, it does not matter to me



The vast maijority of attendees read the event rules or privacy policy before checking
the appropriate checkbox. Only less than 12% skip them, and a mere 1.21% of survey
participants consider it irrelevant.

Q Protect your and your attendees’ data

Skillful use of webinar and online meeting platform capabilities will not only allow you
to protect your attendees’ data but also that of hosts and presenters. After all, every
event is a great opportunity to share knowledge, but not in every case you want it to
be publicly available. There are proven ways to reduce the risk of such information
transcending an authorized group of individuals.

Karolina Nazarewicz
Attorney at Law at ClickMeeting

Legal Notice

Before starting the event, you have the opportunity to provide your webinar attendees

with appropriate legal notice. This clause can be related to the copyright of material

presented during the webinar (educational, training, product) and the prohibition of its

redistribution or personal use.




Such a clause, in order to protect all those involved in the event (host, presenter, parti-

cipants), should include a ban on the use of images of these people. In order to protect

its legal interests, the organizer may also stipulate that the materials and information

presented during the meeting are the organizer's trade secrets.

You can place such information in:

Event Waiting Room. Every webinar, no matter if it is a live or on-demand webinar,
has a so-called "waiting room” - a page where attendees wait for the webinar to
start. This is the place where information about the event itself, its agenda, the

speaker's biographical note, and just the relevant legal notice can be posted.

Live Webinar Registration Form. With this tool, you can not only easily design a
registration page for your event, which is quite a help in getting to know your
attendees better. It's also a place where you can add a text box - create extra

space to highlight copyright and image protection.

Password or token

When setting up and configuring an event on the ClickMeeting platform, you set the
name, date, type (permanent, time-limited, automatic, on-demand), and then the
type of access.

Open-to-All events are undoubtedly convenient for you and your attendees: to get into
a webinar room, you only need one click. However, this means leaving the door wide

open for competitors or other unethical users waiting for you to trip up.




However, there are two simple ways to close and lock that door:

Password. By choosing this option, you set a single password that your invited

users must enter to access your event.

Token. This is the most secure option. Each attendee receives a unique access
code that entitles them to one-time entry. When used, no one else can use it

again.

Deleting an on-demand webinar

The main appeal of an on-demand webinar is that you provide your attendees with
content that they can watch at any time. What it comes down to is that the webinar,
instead of being held on a specific day at a specific time, is available at any time of the

day or night, regardless of time zone.

While you may feel like it's suspended in cyberspace forever, you can retain control over
it. The ClickMeeting platform allows you to quickly delete an on-demand webinar after

a time period you set, rendering the link to the recording of the event inactive.

+~ Pay attention to attendee data in
Q‘ the event room

What data do users provide when logging into an event? It turns out that most of them
prefer to maintain at least partial anonymity. If possible, more than half of them enter
only a nickname and email address. Only 4% use their full name.



When logging into an event, you generally enter:

53,54% Nickname and email address

21,01% First name and email address

4,04% First name, last name, and email

5,25% Anything to log in

14,95% Varies depending on the event

1,21% Don't know/don't remember

The organizer has a crucial role in creating a sense of security. By choosing the
right platform, they will be able to take advantage of additional options to make
attendees feel comfortable. These include hiding attendee data from public view
(e.g. in the chat window or during Q&A sessions). It turns out that this is also im-
portant from their perspective.

Is privacy during webinars you attend (e.g. by hiding your name from the list of
participants) important to you?

42,02% Yes, very much

42,63% Sometimes

8,89% I do not care

l 3,03% No

. 3,43% I do not know



Q Inform participants about recording

Recording events is an extremely important feature. It allows you to create video
footage that can then be shared with attendees, people who registered but didn't
show up at the event, or to use it in completely different channels. At the same time,
it often happens that the image or other personal data of other people are cap-
tured on the recording (e.g. when you ask a webinar attendee to take the floor or
record an online meeting with your colleagues or students).

The most serious mistake an event organizer can make is not informing attendees
that the event is being recorded. It turns out that this is very important to them!

Do you want to be informed about the event being recorded?

89,70% Yes

No

It does not matter to me

Anna Zielinska, Attorney at Law at ClickMeeting

In all cases, be sure to inform attendees that the meeting is being
recorded to ensure that they can make a conscious decision regarding

their privacy, e.g. whether to disclose their image, and you will avoid
potential problems related to the unlawful use of such images.

The survey was conducted by ClickMeeting in February 2022 on a sample of 510 online event attendees. The group consisted
of 52% women and 48% men in different age groups - 18-34 years 26%, 35-54 years 35%, over 55 years 39%.



Have you taken care of the
privacy of your attendees?
A quick checklist for the host

As you can see, protecting the privacy and data of attendees is an extremely
important issue that is not only a legal obligation for organizers; it's also being
addressed by the attendees of online events themselves! Ensuring a safe space
doesn't have to be difficult. Here are some basic elements you should pay
attention to.

Choose a secure platform: remember that, as the organizer, you are the cus-
todian of your participants’ personal data. However, the platform is responsi-
ble for processing them. Pay attention to the security procedures it provides.
Make sure they comply with the current legal standards.

Reduce the required data to the bare minimum: the personal data you
request from your participants should only be collected to the extent neces-
sary for a specific purpose, e.g. taking part in a webinar.

Develop Terms of Use and Privacy policy: be clear and provide your attend-
ees with as much information as possible about how they can participate in
the event and how their personal data will be stored and processed.

Indicate obligatory and voluntary consents: obtaining consent from partici-
pants is very easy. You can use the appropriate checkboxes on the registra-
tion page. You should also decide which consents are obligatory and which
are voluntary.



v Usethe space: A good webinar and online meeting platform gives you plenty
of opportunities to interact with your audience. You can put information
about personal data processing, privacy, copyright, and business confidenti-
ality on the registration page, in the waiting room and on automated mail-
ings.

v| Secure your event: During a webinar, you share your knowledge and often
provide additional content. If you want to protect such content, secure your
event with a password or a one-time token.

v/ Inform attendees about recording: if you plan to record your event, let
attendees know about it at the very beginning. Include in your privacy policy,
for example, how you will use the recordings.

~| Hide the identities of attendees: one of the available options allows you to
hide attendees’ details, e.g. on the attendance list or in the chat window. So
instead of the first name or first and last name, only the initials will appear,
and the rest of the letters will be replaced by asterisks. As our study proves,
many attendees expect this.

Disclaimer. The information on the legal aspects of hosting webinars in this guide is based on EU law. If you use the Click-
Meeting Platform in the European Economic Area and use certain features within the Platform, it is likely that the obligations
mentioned above apply to you.
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